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Choose Your Own Risk Adventure
Leveraging Risk Management to Navigate the
Business and Deliver Value

SPEAKE
Michael Rasmussen, J.D., GRCP . ..
GRC Analyst & Pundit @ GRC Report / GRC 20/20 Research & Podcaster
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Navigating Chaos & Uncertainty of Business



T

Risk Management = Navigating Uncertainty on the Road Ahead



sk Management Orchestration
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GOAL = No Surprises to Objectives!
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‘The Official Def_initiion c_';fie ..R.C.‘

GRC |s a capablllty that enables an orgamzatlon to
) rellably achieve- objectlves LR IR .
) address uncertalnty, and .

C) act W|th mtegrlty
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SOURCE: OCEG GRC Capability, Mode!
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- Meet Our Starship of Business Crew....

- .

This level of risk management is forward-looking, deeply integrated with all levels of management in making decisions that lead to establishment of objectives.
It's not just about protecting strategy: it is about shaping strategy through risk-informed intelligence. It's where risk becomes a strategic asset.

This is the level where risk management becomes proactive, integrated, and performance-aligned. Risk is not managed in a vacuum but is directly linked to
the organization’s ability to achieve objectives.

Operational risk and resilience provides the foundation that enables strategy and objectives to succeed by ensuring reliable, efficient, and adaptable day-to-
day operations. Far from being purely defensive, it strengthens confidence in execution, safeguards stakeholders, and creates the stability needed for the
organization to perform today while preparing for tomorrow.
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Explore astounding new worlds
on the Starship Enterprise




~* Meet Our Starship of Business Crew .. .

* Captain

- (CEO) -
'Obje'ctives,Risk; |
“Appetite, Tradeoffs -

-

'SC|ence Offlcer "

(RlsklAnaIytlcs)

| " Data, Fores:ght

Probability of

" :Qutcomes - .

Securlty Offlcer

(CompllancelLegaI)

Regulatlons Ethlcs
e Integrlty B

EngmeermglOps
(IT/Resilience)

Ihffastn)cture i
Res:llence Digital
Trust .



. CAP'I;AIN’s LOG Lo .
MISSIOI‘I Objectlve |

N “Our enterprlse |s plannlng outsourcmg

'expanslon into a hew market — Country Zedd. It

“promises growth opportunlty, and strateglc .
| advantage, But the galaxy of risk is full of -
‘turbulence: Your job as the bridge crew is to i

gurde th|s mlssmn to success ot IR



SCENARIO

The board has approved expansion into
Country Zedd

ESISINEERING S DR B REGHT
slaveyy, ru tion ﬁ/ces
relations |pst ere




Do we launch expansion. ..

Go to pigeonhole.at
Delay pending more assurance? - 13.4%

& 115 total participants | 112 votes 1/1

sKSFAnect

& Pigeonhole Live



DECISION IMPACT

What do we do

‘Do. we Iaunch expansmn
A Fast market Iead but th|n due dlllgence
B. Carefully phased —slower entry, but manageable I‘ISk

C Delay safer, but competltors may galn ground






e CAPTAINsLOG’ | A
Modern Slavery Allegatlon B

- “Two months after expansmn beglns |

-~ ‘our outsourcer is exposed in a modern

~ slavery: scandal ‘Media, regulators and"

mvestors demand answers L
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SCENARIO

Modern Slavery Allegation




Whatdowedo...

Cut ties immediately — protect integrity, 13.8%
absorb cost. =

Audit/remediate supplier — longer fix, but 69%
commitment to ESG.

Delay action until facts are verified — risk o
. 17.2%
reputational collapse.

> 41 total participants | 29 votes

& Pigeonhole Live

1/1

Go to pigeonhole.at

KONNECT2507

sKSFAnect




DECISION IMPACT

What do we dc

A Cut ties lmmedlately — protect mtegrlty, absorb-‘. .

. _cost = lntegrlty pralsed but fmanclal Ioss

T B
. commitment to ESG = Stakeholders mixed — = =
a proactlve but r|sky if remedlatlon fa|Is |

Audif/remediate suppher — Ionger f|x but

Delay actlon untll facts are verlfled — risk

reputational collapse = Trust collapse regulator
scrutmy, mvestor backlash - ‘






. _— CAPTAIt\l ‘i o6 '
Ransomware Attack by Hackt|V|sts

T “Just as remedlatlon beglns hackt|V|sts R
" breach IT systems They demand ransom and
R |nS|st the company sever aII ties with. the
outsourcer — or they W|II Ieak sensmve data ”
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SCENARIO

Ransomware Attack by Hacktivists
L NRANSOMWARE -

YourFilesise  _a
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Whatdowedo...

Pay ransom and cut supplier ties. 0%

Go to pigeonhole.at

Refuse ransom, strengthen defenses, and 69.6%
go public. ’ KONNECT2507
Negotiate stall tactics while patching - 30.4%
systems.

> 29 total participants | 23 votes 1/1

sKSFAnect

& Pigeonhole Live



DECISION IMPACT

What do we do

- Pay ransom and CUt Suppher t|es Immedlate relief, -
- but invites more’ attacks and sets dangerous R
-precedent g & e

T Refuse ransom strengthen defenses and go publlc-_'
= Upholds pnncrples but costly downtlme and
reputatlonal shock ‘

Negotlate staII tactlcs wh|Ie patchlng systems = |
Mlxed — buys time; but r|sk of exposure remains e






CAPTAIN s LOG | .
Flnal Demsmn Pomt

"‘Now regulators mvestors and the
publlc are all watchlng The company

. must make a flnal strateglc demsmn S



SCENARIO
Final Decision Point

1. Pull out of Country Zedd entirely.

2. Stay and rebuild with other outsourcer with strict
governance and transparen] .-

jon.with stronger controls.

3. Pivot outsourcm_g-té



Whatdowedo...

Pull out . 4.8%
e 6o to pigeonhole.a
KONNECT2507

X 24 total participants | 21 votes 1/1

SKSFhnect

& Pigeonhole Live



DECISION IMPACT

What do we do

-'.PuII out short-term Ioss but protect reputatlon

_'Stay/rebund Iong-term reslllence stronger
'cuIture but parnful recovery SR

Plvot = new path forward but resources

stretched



CAPTAIN S LOG

Debrlef

e ‘We have Iearned the foIIowmg Iessons
Every deC|S|on has tradeoffs |
= 'Risk is mterconnected

"= There isrisk in deCJS|ons rlsk in. performanee to ObjeCtlves and rlsk
~ and resilience in operatlons 27 .

"= Ethics chile resilience can t be afterthoughts

. RISK management IS about nawgatlng uncertalnty toward vaIue

-



| C.APTA.I'N 'S LeG i
Debrlef

.1 -“Crew, r|sk management should not be the., -

handbrake It should be the nawgatlon system —.

;' ~helping the busmess steer safely through .
| uncertalnty toward |ts objectlves

RISk is not the enemy R|sk |s our buslness The |
B real questlon is: what adventure will you chart for
' your own organlzatlon’?” BRI



Subscrlbe & L|sten to My Podcasts

RISK 15 OUR "'E&';E'#!#EB”S "
BUSINESS

GRC TECHNOLOGY
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GRC 20/20 Research, LLC (GRC 20/20) provides clarity of
insight into governance, risk management, and compliance

The GRC Report is the first word in governance, risk, and
compliance news — providing leading analysis, insights,

(GRC) solutions and strategies through objective market and updates for GRC professionals.
research, benchmarking, training, and analysis. We are dedicated to delivering transparency and providing

oz //// relevant news to hel;_) md_lwduals and_orga!mzatlons stay

= -/;’f/j;;://;///’/’ /,;///, . informed in this ever-evolving field.
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