
Find out more  
www.thebci.org

BCI Operational Resilience 
Report 2024

1



Contents

07 Executive summary

15	 Defining	Operational	Resilience

14	 	Compliance	With	Operational	
Resilience	Regulations

36	 Commitment	to	Operational	Resilience

45	 	Global	Operational	Resilience	
Regulation	in	Financial	Services

61	 Looking	Ahead:	Key	Challenges

68	 Annex

BCI Operational Resilience Report 2024

2 Find out more  www.thebci.org



Foreword

We are pleased to introduce the 2024 BCI Operational 
Resilience Report, sponsored by Riskonnect. This report was 
first published in 2022, driven by the spate of new operational 
resilience regulations being brought in across the globe 
for financial services (FS) organizations. At that point, the 
implementation deadlines for operational resilience regulations 
were three years away, and professionals were confident that, 
with the length of time available, they would be able to meet 
those deadlines.

Two years on from the first report, the deadline to meet the 
requirements of the Monetary Authority of Singapore (MAS)’s 
Business Continuity Management Guidelines has already 
passed, and the UK’s Operational Resilience Framework, the 
EU’s Digital Operational Resilience Act (DORA), and adherence 
to Australasia’s CPS 230 standard are all looming. Although 
confidence in meeting the requirements remains high, it 
has dipped slightly. This is somewhat attributable to natural 
concerns of time running out, but participants in the research 
for this report also criticise the regulators for not providing 
enough guidance or feedback on current arrangements made, 
as well as additional areas being added to regulation  
(such as third-party requirements) which require additional 
work and resource. 

It is encouraging to note in this report that while ‘definition 
confusion’ is still very much present when it comes to business 
continuity, operational resilience, organizational resilience, and 
operational risk, the key principles of operational resilience are 
now extending beyond the financial services sector due to 
the perceived value in protecting both customers, reputation, 
and, ultimately, their balance sheets. While regulation is the 
primary driver to building an operational resilience programme, 
it is refreshing to see that nearly 60% of respondents have an 
operational resilience programme for ‘good practice purposes’. 
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This year’s report has also seen significant steps forward in 
how operational resilience is led, managed, and implemented 
in organizations. With the c-suite (normally the CEO) taking 
overall charge, this year has seen another leap in the number 
of organizations creating the role of Chief Resilience Officer 
or Head of Resilience to manage the implementation of the 
programme, as well as providing a voice directly to board level. 
This year, nearly a fifth of respondents report such a role in 
their organization (18.8%), a seven-percentage point increase 
on 2023 (11.8%), and more than doubling since 2022 (9.2%). 
Furthermore, the report shows that operational resilience is  
now more regularly on the agenda of board meetings, as  
well other committees.

A notable concern of respondents this year is ensuring critical 
third-party suppliers meet the requirements of the regulations. 
While this has always been an intrinsic part of DORA regulation, 
the new requirements were introduced into UK legislation 
only last year. For smaller suppliers, the cost of meeting the 
requirements may prohibit them in continuing as a supplier, 
whereas practitioners report that larger suppliers can be 
reluctant – or very slow – in providing information  
proving compliance.

Overall, this report provides a window in the exciting and fast-
moving sphere that operational resilience has become in 2024. 
We would like to thank Riskonnect for their sponsorship of this 
report, and also those who gave their time to answer the survey 
or take part in interviews as part of the research. We hope you 
find this report useful, and provides a useful benchmark and 
guide for operational resilience activities within your  
own organizations.

Rachael Elliott 
Knowledge Strategist 
The BCI
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Foreword

Riskonnect is proud to once again sponsor the BCI Operational 
Resilience Report 2024. 

In today’s fast-paced environment, operational resilience has 
become a cornerstone for organizations across various sectors. 
This report delves into the changing contours of resilience in the 
face of regulatory mandates and practical realities.

The financial services industry stands as a prime example, facing 
imminent deadlines for compliance with regulations like the EU 
Digital Operational Resilience Act (DORA) and the Australian 
APRA CPS 230 standard. The findings revealed in this report 
detail widespread adoption of operational resilience initiatives, 
reflecting the growing recognition of its importance.

Regulatory pressure serves as a catalyst for many organizations, 
driving them to establish resilience programmes. Yet, alongside 
compliance, there’s a growing understanding of the broader 
benefits these programmes offer, from bolstering customer trust 
to enhancing commercial viability.

In the UK financial sector, confidence in meeting regulatory 
targets is high, but as deadlines approach, concerns arise about 
aligning investments and mapping exercises with predefined 
impact tolerances.

Operational resilience isn’t confined to the financial sector; its 
influence extends across all sectors, underscoring its universal 
relevance. Definitions may vary, but there’s consensus on key 
elements: identifying critical services, mitigating vulnerabilities, 
and setting impact tolerances.

The line between business continuity and operational resilience 
remains blurred, with overlapping responsibilities. Nevertheless, 
there’s a shift towards proactive approaches in preventing 
disruptions and safeguarding customer interests.
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 Jim Wetekamp 
CEO 
Riskonnect

At the helm of these efforts, senior management plays a 
crucial role, driving resilience agendas and fostering a culture 
of adaptability. But challenges persist, from organizational 
adoption to resource constraints, highlighting the need for 
ongoing support and innovation.

I hope that you enjoy reading this report and trust it will provide 
insights that help shape your thinking on how operational 
resilience concepts can introduce value to your organisation in 
2024 and beyond.

BCI Operational Resilience Report 2024
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Operational resilience is now an intrinsic 
part of most organizations’ operating 
structures.

In the financial services industry, with 
deadlines looming in January, March and 
July 2025 for the EU Digital Operational 
Resilience Act (DORA), the UK FCA/PRA/
Bank of England operational resilience 
requirements, and the Australian APRA CPS 
230 standard respectively, implementation 
is now at a critical stage. With the regulation 
cutting through related sectors (e.g. critical 
third-parties such as datacentres) and 
operational resilience regulations rising 
in other sectors, the vast majority of 
organizations either have an operational 
resilience programme, or are in the  
process of developing one.

64.8% 
Yes

16.0% 
We are in the process 
of developing one

8.8% 
No

Does your organization have an  
operational resilience programme  
or project?

BCI Operational Resilience Report 2024
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There has been an increase of operational 
resilience regulations around the world. As 
new countries and sectors introduce new 
guidelines, many organizations are now 
having to comply with multiple  
regulations simultaneously.

There has been a surge of legislation 
worldwide. Two-thirds of organizations 
comply to between one and five different 
regulatory schemes, with nearly a fifth (18.4%) 
having to meet the requirements of more 
than five. A minority of respondents do not 
adhere to any scheme or legislation. The 
definitions outlined in these documents 
often vary, leading to potential confusion. 
Interviewees also report that compliance to 
an increasing number of global regulatory 
schemes was requiring additional staff 
time and investment, creating challenging 
operating conditions.

Regulation is the primary driver for 
building an operational resilience 
programme, although a statistically 
significant percentage do so for good 
practice purposes.

Regulation is the primary driver for 
developing an operational resilience 
programme for the first time since the 
inception of this report. However, a high 
number of respondents are still developing 
operational resilience programmes for good 
practice purposes. This further demonstrates 
the cross-sectoral recognition of the 
importance of an operational resilience 
programme and, with organizations also 
building a programme for commercial  
and/or customer benefit, an appreciation 
of the cost and reputational benefits a 
programme can deliver.

66.2% 
1-5

18.4% 
More than 5

15.4% 
Unsure

Number of operational resilience 
regulatory compliance requirements.

Top five reasons for the development of 
an operational resilience programme.

67.0% 
Regulatory requirement

58.5% 
For good practice 
purposes

32.1% 
Commercial and/or 
customer benefit

32.1% 
Industry requirement

27.4% 
To be prepared for 
incoming regulation

1

2

3

4

5
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Although a set definition of operational resilience across all sectors and countries still has yet to 
be clearly defined, there is a growing agreement of the key elements that should be part of an 
operational resilience programme. 

Although financial services organizations are sometimes deemed to be the forerunners for operational 
resilience, the concept has existed in the sectors such as aviation and emergency services for decades. 
Despite these different settings, there are common factors across the different components of 
operational resilience programmes. The identification of important business services (IBS) has near 
universal agreement as being an essential activity when building an operational resilience programme, 
while the identification of critical suppliers, the prioritisation of establishing the vulnerabilities that 
threaten impact tolerances, and establishing impact tolerances are all seen as vital by more than  
80% of respondents.

Top four critically essential processes/tools within operational resilience

Support by senior management for operational resilience programmes is high. Furthermore, as 
implementation deadlines approach, operational resilience is now typically on the agenda of risk 
and technology risk committees more frequently than ever before. 

This year has seen an increase in the frequency of discussions around operational resilience especially 
within the technology function, incentivised by the digital components of regulations such as DORA, 
third-party technology risk management.

How often is operational resilience on the agenda of the following committees or their 
nearest equivalent in your organization? Those answering quarterly or more often:

95.8% 
Identifying 

Important Business 
Services (IBS)

88.3% 
Identifying  

critical  
suppliers

83.2% 
Prioritising and working 

vulnerabilities that 
threaten impact tolerances

81.7% 
Establishing  

impact  
tolerances

2023 2024       Percentage change 
year-on-year

Risk Committee 59.1% 68.4% 

Technology Risk 
Committee 47.9% 65.4% 

+9.3%

+17.5%

BCI Operational Resilience Report 2024
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The role accountable for operational resilience tends to sit within the c-suite. However, newly 
created ‘heads of resilience’ have become more prominent than ever before in running the  
day-to-day activities of the operational resilience function.

The responsibility for operational resilience should – and does, to the most extent – lie within the 
c-suite. In terms of operational management, the last three years has seen an acceleration in the 
creation of the head of resilience role, which typically takes ownership of the daily management  
of operational resilience programmes. The head of resilience is now responsible for operational  
resilience in almost a fifth of organizations, an increase of over 100% since 2022.

22.9% 
Business continuity manager

16.7% 
Chief executive officer (CEO)

18.8% 
Head of resilience

14.8% 
Chief operations officer (COO)

12.5% 
More than one person accountable 
(shared accountability)

14.8% 
Chief risk officer (CRO)

What is the job title of the person with 
overall responsibility for operational resilience 
in your organization? Top three responses.

What is the job title of the person with day-
to-day responsibility for operational resilience 
in your organization? Top three responses

11



The UK financial services regulators were one of the first to launch a discussion paper on 
operational resilience. With the deadline almost upon us, most organizations are now confident 
that they will reach the implementation deadline of 31 March 2025. 

The confidence shown by organizations in the UK finance and banking sector regarding meeting 
regulatory targets indicates that most will meet the March deadline. However, confidence has waned 
slightly compared to last year, just as the deadline approaches. This could be due to the additional 
third-party demands being added late into the regulation, but also last-minute concerns that 
requirements would not be met – a discussion point in the 2022 edition of this report1.

23.8% 
Very confident

23.8% 
Very confident

38.1% 
Confident

31.0% 
Confident

23.8% 
Somewhat confident

28.6% 
Somewhat confident

Confidence levels in mapping and testing 
to remain within impact tolerances for each 
important business service by 31 March 2025

Confidence levels in the necessary 
investments being made to enable important 
business services to operate consistently 
within impact tolerances by 31 March 2025

BCI Operational Resilience Report 2024
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Professionals still believe that the 
regulators are not doing enough 
to facilitate the implementation of 
operational resilience.

Respondents’ have expressed dissatisfaction 
with regulators’ support in helping 
organizations implement operational 
resilience since the first edition of this report 
in 2022, with only 18.6% believing regulators 
have provided enough support. Satisfaction 
levels vary geographically and some of this 
could be due to different approaches taken 
by the regulators. Australian respondents, for 
example, reported that APRA was very open 
to feedback and supported change (albeit 
not always taken on board), while a frequent 
ask from global practitioner community is for 
more case studies showing what ‘good’ looks 
like. Interestingly, satisfaction levels tend to 
increase as deadlines approach, signalling a 
need for regulators to offer more guidance 
and assistance when the implementation 
process starts.

Organizational adoption of operational 
resilience remains the primary challenge 
to those implementing programmes, with 
some management teams still reluctant to 
invest in a programme which, in their eyes, 
offers little financial return.

This issue is particularly relevant as 
organizations struggle to recruit and 
retain qualified personnel to build and 
maintain operational resilience programmes, 
particularly within a context of budget 
restraints. However, for many practitioners, 
educating management of the importance 
of an operational resilience programme, 
together with the reputational and financial 
benefits it can bring, is still the challenging 
first stage in winning the crucial support it 
needs from the top of the organization.

Do you feel the regulators/government 
in your country/region have done 
enough to help organizations to 
implement operational resilience? 
Those answering ‘yes’

Top 5 major challenges of 
implementing operational resilience

Europe

18.0% 

Asia

10.0% 

Australasia

26.8% 

North 
America

5.9% 

58.2% 
Embedding operational resilience 
into the fabric of the organization

50.5% 
Not having the headcount 
and/or staff time to 
implement a realistic policy

50.5% 
Addressing legacy infrastructure

45.9% 
Getting critical third-party suppliers 
to comply with regulations

42.4% 
Understanding, monitoring and 
managing supply chain risks
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Concerns persist this year regarding 
the possibility of operational resilience 
regulation becoming a mere tick-box 
exercise, particularly as organizations  
race to meet 2025 deadlines. 

As a byproduct of the challenge of 
embedding operational resilience within 
organizations, a high percentage of 
respondents still warn over the possibility that 
resilience regulation could become a tick box 
exercise, with senior executives supporting 
the minimal compliance in order to meet 
the requirements of the regulators. This is 
particularly the case in Australia where the 
timelines for implementation are very tight.

Do you have concerns that meeting 
regulatory requirements/laws will 
become a tick box exercise?

Yes

No

BCI Operational Resilience Report 2024
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Defining Operational Resilience
Providing a universal definition of operational resilience is 
difficult due to the varying requirements, regulations, and 
understanding in different regions and sectors. However, 
there are some tools and processes which are universally 
recognised as being critical components of an effective 
operational resilience programme.

The identification of important business services (IBS) 
is now considered critical to an operational resilience 
programme by more than 19 in 20 respondents (95.8%). This 
is up substantially on last year’s figure (82.4%) and suggests 
that the principles behind operational resilience – even 
if it is not identified with that term – are becoming more 
universally accepted. The identification of critical suppliers, 
which is a primary focal point for the incoming DORA 
regulation as well as the critical third-party addendum 
to the UK regulations, is rated as ‘critical’ by 88.3% of 
respondents, with no respondents considering them non-
essential. Indeed, the concept of the identification of critical 
suppliers is something which has been an intrinsic part of 
many business continuity (BC) managers’ roles for many 
years, so the high position here is not surprising.

Prioritising and working vulnerabilities that may threaten 
impact tolerances are also highly ranked this year 
(83.2% rank as critical), with the establishment of the 
tolerances themselves also still perceived as a critical 
part of operational resilience (81.7%). As noted last year, 
the interchangeability between ‘business continuity’ and 
‘operational resilience’ is very much in evidence in here, with 
maximum tolerable period of disruption (MTPD) being used 
interchangeably with the term impact tolerance.

An area where there is a more of an interest this year is 
that of identifying and using plausible scenarios; perhaps 
because implementation deadlines are approaching, and 
regulators are increasingly requiring demonstration that 
organizations are able to meet their impact tolerances in 
the face of significant disruption.

BCI Operational Resilience Report 2024
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Identifying plausible scenarios has been a concern for practitioners 
over the lifetime of the report; particularly those that meet the 
often-strict demands of the regulator. Some practitioners are now 
looking towards AI to help develop such scenarios which can prove 
an effective approach. However, while AI’s use is rapidly increasing 
in resilience settings, information bias can – and is – occurring 
with this kind of method. A recent study by Cornell University in the 
United States showed that AI-generated scenarios tend to choose 
aggressive, and often violent scenarios. Indeed, nuclear war was the 
scenario that was generated more than any other2.

As organizations worldwide seek to define operational resilience 
within their sectors/industries and gear up towards full compliance 
with a diverse range of operational resilience regulations, this 
report shows the challenges that are standing in their way, and the 
opportunities that achieving true operational resilience can bring.

Defining Operational Resilience

  “Operational resiliency 
is an outcome and 
is the umbrella that 
sits across good 
business continuity, 
good operational risk 
management, good 
supplier management, 
good cyber strategy and 
making sure that all your 
technology is up to date 
and works as expected.”

  Resilience & continuity 
manager, banking and 
finance, UK

7.6%

0.8%3.4%

0.8%

0.8%

0.8%

3.4%

4.5%

1.7%

56.3%

56.4%

61.5%

67.2%

68.9%

73.1%

81.7%

83.2%

88.3%

36.1%

95.8%

39.1%

35.0%

32.8%

30.3%

25.2%

17.5%

16.0%

11.7%

What, if any, of the following processes/tools  
you consider key within operational resilience.

Critically essential Non-essentialSomewhat essential

Figure 1. What, if any, of the following processes/tools you consider key within operational resilience. 
Please rate on the following scale (0=Non-essential; 5=Critically essential)

Building end-to-end process 
visuals/process mapping

Performing an IBS 
Self-Assessment

Building a third-party risk 
management strategy

Penetration testing of 
digital services

Building an incident 
reporting strategy

Identifying and using 
plausible scenarios

Establishing impact  
tolerances

Prioritizing and working 
vulnerabilities that threaten 

impact tolerances

Identifying critical suppliers

Identifying Important 
Business Services (IBS)
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Business continuity and 
operational resilience –  
the perceived differences 
The view that operational resilience is more 
proactive, and BC is more reactive has 
grown this year. 74.6% of respondents ‘very 
strongly’ or ‘strongly’ believe that ‘op res is 
proactive’, compared to 69.2% in last year’s 
report. Meanwhile, 45.8% of respondees 
believe ‘strongly’ or ‘very strongly’ that BC 
is reactive (2023: 38.5%). This might come 
as be a surprise to some, particularly when 
some BC programmes and BC manager 
roles have broadened. Activities such as 
risk mapping, the external PR response in 
a disaster, social media monitoring, and 
coordinating with external parties to ensure 
a more holistic response to an incident 
are all examples of some of the activities 
which BC managers have highlighted as 
being intrinsic parts of their role now. Such 
diversity in job roles also goes some way 
to explaining why 73.1% of respondents 
believe that BC supports both the internal 
and external impacts to an organization.

Some of the reasoning behind this is 
because resilience has been defined in 
organizations and, particularly in financial 
services environments, now BC has a 
more defined remit. In many instances, is 
a more operational, internal-facing role. 
This is perhaps a reason why 76.4% of 
respondents believed ‘strongly’ or ‘very 
strongly’ that ‘BC is part of op res’ and 
‘supports resilience’. To compound this 
blurred definition even further, Figure 3 
shows that more than a third (37.7%)  
of respondents believe organizational  
and operational resilience to be  
exactly the same.

  “Business continuity is a distinct thing and a 
distinct component. It is our ability to be able 
to recover from disruption, whereas operational 
resilience is broader.”

  Resilience manager, financial services, UK

  “Business continuity can be very narrow 
in its focus when you deploy it in a large 
organisation because people just look down 
the prism of the activities that they undertake, 
and they look at recovery and impact within 
that section. While you can do some sort of 
stretching activity through scenario analysis, 
which you always did within business 
continuity, what we lacked was a primary 
focus. An important business services brings a 
focal point, enabling a much more holistic view 
of what your recovery would look like.”

  Resilience manager, financial services, UK

  “Within the financial sector the expectation 
has always been to have continuity plans in 
place to make sure we are ready and prepared 
for disruption events. However, when the 
operational resiliency regulations came out it 
was about that wider, more strategic approach. 
It wasn’t just about having a plan for when 
disruptions happen. Operational resilience 
was taking everything else into account and 
considering all impacts from a disruption: the 
customer impact, the market impact and the 
impact on the business’ safety and soundness. 
Operational resilience is about the ability to 
prevent, to adapt, to respond, to recover and 
then learning from operational disruption.”

  Resilience & continuity manager,  
banking and finance, UK

BCI Operational Resilience Report 2024
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An interviewee in the public sector highlighted 
how operational resilience to them is very much on 
the external side, and ensuring the community can 
endure significant impacts.

  “Business continuity is an integral part 
of operational resilience. Operational 
resilience has sort of two phases: One 
is the anticipation and identification, 
to make sure we never get to a 
disruption. It includes identifying your 
CBS, scenario test them on a regular 
basis, fix your vulnerabilities, invest 
towards them and make them resilient. 
The second bit of it is BCM. You also 
prepare for disruptions: you prepare 
for worst case scenario, should all the 
resilience building measures fail, you 
still need to respond effectively. You 
put all sorts of continuity plans on key 
dependencies. Operational resilience is 
both sides covered, preparing to make 
sure you never reach a disruption, and 
also preparing in case you do.”

  Global Head of Resilience & Continuity, 
Banking sector, Netherlands

  “It is only recently because of the Federal 
Act of the security of Critical Infrastructure 
Act, that we are being brought into the 21st 
century, because there are requirements 
under that to implement operational 
resilience within the organization.”

  Business Resilience Specialist,  
public sector, Australia

  “Our technical definition of operational 
resilience within the organizations is ‘the 
capability to maintain services so that our 
community can endure any event and 
proactively anticipate or build redundancy 
to withstand by adapting to changing 
conditions and recover, adapt and learn 
from disruptions, shocks and stresses.”

  Business Resilience Specialist,  
public sector, Australia

  “Operational resilience is rolled out 
into our most important services, 
those that we provide to the customers 
and our clients. However, business 
continuity is everything else. It 
is looking after the people, the 
buildings, all the pillars that underpin 
operational resilience. I think without 
business continuity you would have 
a very hard time implementing 
operational resilience because 
operational resilience is just that next 
step. It’s just making sure you have 
that end-to-end process and more 
strategic look of operations.”

  Resilience manager,  
financial services, UK

Defining Operational Resilience
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The overall story this graph portrays is one where, once again, there cannot be a universally agreed 
crossover point for operational resilience and BC, how one is linked to the other, and which duties should 
be performed by each part of the business. While it might be more straightforward for financial services to 
have assigned structures for each due to defined regulations in place; for other organizations it is likely that 
they will exhibit fluidity in terminology for the short- to mid-term future.

20.5% 27.4% 22.2%18.8%

18.6%8.5% 27.1% 23.7%18.6%

19.3%12.6% 26.1% 12.6%25.2%

18.8%12.8% 19.7% 12.8%29.9%

18.6%16.1% 20.3% 11.9%29.7%

19.0%17.2% 19.8% 9.5%30.2%

23.7%16.1% 11.0%39.0%

22.2%25.6% 35.0%

17.8%24.6% 10.2%39.8%

17.1%

12.7%

24.8% 9.4%

33.9%

41.9%

40.7%

10.1%

11.9%

27.7% 10.1%

37.3%

45.4%

37.3%

How are business continuity (BC) and operational resilience (Op Res) 
distinguished within your organization (if at all)? 

4.2%

4.2%4.2%

Strongly agree Agree Neutral Disagree Strongly disagree Unsure

5.1%

4.3%6.0%

3.4%

3.4%

4.2%4.2%

Figure 2. How are business continuity (BC) and operational resilience (Op Res) distinguished within your 
organization (if at all)? Please select if you agree/disagree with the following statements

BC and op res are synonymous 
in my organization.

BC is a tool/process to drive op res.

Op res is focused on the customer 
and market consequences, when 

faced with a disruptive event.

BC is proactive; it works to 
prevent disruption and deliver 

recovery capability

BC considers the likelihood 
of disruption.

BC is a part of op res; it 
supports resilience.

BC’s focus is equally on the internal AND 
external impact for the organization, 
when faced with a disruptive event.

Op res is proactive; it works 
to prevent disruption and 

deliver recovery capability.

BC and op res are viewed as 
different functions with different 

purposes in my organization

BC is reactive and focused on 
response and recovery.

There is an overlap between BC 
and op res; however we have not 

clearly defined the differences.

BC has been rebranded as op res in 
my organization, but no changes have 

been made to job responsibilities

BC’s primary focus is on the internal 
impact for the organization, when 

faced with a disruptive event.

3.4%

4.2%

5.1%

6.8%

3.4%

3.4%

5.1%

4.3%

6.0%

3.4%

4.2%

3.4%

5.1% 6.0%
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3.4%

4.2%

5.1%

6.8%

3.4%

3.4%

5.1%

4.3%

6.0%

3.4%

4.2%

3.4%

6.0%

Operational vs 
organizational resilience 
As analysed previously, there are different 
definitions of operational resilience 
depending on the sector/country, albeit 
with similar attributes and characteristics. 
According to ISO 22316:2017, organizational 
resilience is defined as “the ability of an 
organization to absorb and adapt in a 
changing environment”3.

When it comes to organizational resilience 
and its difference with operational resilience, 
this year’s survey shows that 53.5% of 
organizations do indeed distinguish 
between the two terms/concepts. 15.8% 
of survey respondents report having 
separate functions for operational and 
organizational resilience within their working 
structure, whereas others have adopted 
just one of the two functions within their 
structure: 3.5% have an organizational 
resilience without an operational resilience 
function and 14.9% have an operational 
resilience function without an organizational 
resilience department. A further 19.3% of 
organizations acknowledge the existence 
of differences between the two concepts of 
organizational and operational resilience, 
however it is not reflected at all in their 
working structure as there are no dedicated 
structures for either of these functions. 

A growing number of organizations (31% 
in 2023 vs 37.7% in 2024) concede that 
organizational and operational resilience 
are the same, with no difference between 
the two. These types of organization tend 
to have a one general resilience function 
where they develop activities pertaining 
all ‘resilience-orientated’ activities (e.g. 
operational resilience, crisis management, 
business continuity, cyber security).

Figure 3. Is operational resilience  
distinguished from organizational  
resilience within your organization?

Yes, we have operational resilience 
and organizational resilience functions 

within my organization.

Yes, we have an organizational resilience 
function within my organization, but not 

an operational resilience function.

Yes, we have an operational resilience 
function within my organization, but not 

an organizational resilience function.

Yes, however there are no dedicated specific 
functions within my organization.

No difference, they are the same to us.

Unsure

8.8%

37.7%

3.5%

19.3%

14.9%

Is operational  
resilience distinguished 

from organizational 
resilience within your 

organization?

15
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Operational resilience and 
organizational resilience  
may have blurred lines –  
but operational risk? 
Respondents were also asked about how they 
perceive the relationship between operational risk 
and operational resilience. The figures were on a 
par with those noted in last year’s survey with four-
fifths of respondents believing the two concepts to 
be different, albeit with a slightly higher percentage 
of respondents saying the two phrases were the 
same (2024: 20.8%; 2023: 18.6%). The general 
consensus is that the two were heavily related, with 
some believing that operational resilience could not 
be achieved without good operational risk. Some 
of the responses received in the survey that echo 
this are as follows:

  “Operational risk management is one  
of the pillars of operational resilience.”

  “They are linked but not the same: 
operational risk is just one component  
in establishing resilience.”

  “Operational resilience is an outcome of 
good operational risk management.”

  “If done correctly, they complement  
each other.”
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For others, there was a view that was similar to 
those encountered earlier in the report when 
comparing operational and organizational 
resilience, or operational resilience and BC. One 
considers the external risks of the organization, 
whereas the other features the internal:

An interviewee, meanwhile, stated that operational 
resilience was not the ‘outcome’ of effective risk 
management, as it does not go far enough to 
ensure the full resilience of an organization.

  “Operational risk focuses on identifying 
and mitigating specific risks from failed 
processes, systems, people, or external 
events while operational resilience is 
about the broader ability to maintain 
critical operations and withstand and 
recover from disruptions.”

  “Operational risk is a risk associated 
with the organization’s operations 
while operational resilience is the 
organization’s ability to recover from 
operational disruptions either caused 
from internal or external reasons.”

  “Different elements - operational risk is 
about identifying operational risks and 
controls, and mitigating those, whereas 
operational resilience is about putting 
more options in place to be resilient 
against those risks.”

Figure 4. Operational resilience and 
operational risk are the same thing

True

False

79
.2

%

Operational resilience 
and operational risk are 

the same thing

20
.8

%
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Compliance With Operational 
Resilience Regulations
2023 was a year of preparation for many financial services 
organizations, as implementation deadlines loom for some of 
the forerunner nations in building new operational resilience 
regulations/frameworks. While there are broad similarities 
between the different regulations, there are subtle differences 
to each, as reported by interviewees.

The Monetary Authority of Singapore (MAS) has arguably 
been at the forefront of operational resilience regulation, with 
its revised Business Continuity Management Guidelines being 
released in June 2022 aligning to international standards. 
Financial institutions were required to have a plan for regulatory 
compliance and an audit regime in place by June 2023, with the 
first audit due to happen just one month after the publication 
of this year’s report (June 2025). Also in Asia, the Hong Kong 
Monetary Authority (HKMA) launched its circular on operational 
resilience (OR-2 Supervisory Policy Manual) at the same time, 
although full compliance is not due until May 2026.

Outside Asia, the European Union (EU)’s Digital Operational 
Resilience Act, effective from 16 January 2023, and the United 
Kingdom (UK)’s Operational Resilience Framework, first milestone 
effective from 31 March 2022, will both require full compliance 
early 2025, on 17 January and 31 March respectively. Although 
professionals who took part in this year’s research were feeling 
more confident than a year ago, there is an acknowledgement 
that a significant amount of work still needs to take place 
between now and then in order to reach full compliance. 

Compliance With Operational Resilience Regulations

  “We had adopted the FCA definition of operation 
resilience across the group, but the way that we 
measure that definition is probably different from 
other countries. This is because the artefacts to 
enable operational resilience for us in the UK are 
very specific to ensuring that we have the mapping, 
the scenario testing, and the vulnerability analysis.”

  Resilience manager, financial services, UK
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Meanwhile, in Australia, the Australian Prudential 
Regulation Authority (APRA) finalised both the 
CPS 230 (operational risk management) and 
the CPS 234 (information security) standards in 
July 2023, with APRA-regulated entities having 
to prove that they can effectively manage 
operational risks and maintain operations by 1 
July 2025. The roadmap is short for Australia and, 
whilst some have applauded APRA for being 
proactive with detailing what they require financial 
services organizations to provide, the timescale 
for implementation is the shortest of any of those 
regulations currently being introduced. Others 
have found that the complexity of the standard, 
combining operational risk, BC, and material 
service provision, has resulted in greater-than-
anticipated work both for organizations – and 
the practitioners themselves. This has ultimately 
extended out the timescales and, what appeared 
to be sound regulation at the start, has become 
overly complex for many.

Outside these regions, other countries continue to 
build their own operational resilience programmes 
and regimes. Canada, for example, is revising 
operational risk management guidelines from 
the Office of the Superintendent of Financial 
Institutions (OSFI), and Dubai and South Africa are 
also finalising their own policies.

For those who supply the financial services sector, 
particularly cloud or other providers of digital 
services, they too will be required to meet the same 
requirements as the organizations they service.  
As this report reveals, the cost for some suppliers  
to comply is prohibitive meaning which could  
mean financial services organizations scrabbling  
to source additional suppliers when the deadline 
clock is ticking. 

Outside financial services, other organizations, 
governments, and sector regulators/governing 
bodies are also having to comply with increasing 
regulations and guidance regarding their 
operational resilience programmes. The top five 
sectors having to comply with several operational 
resilience regulations outside banking and finance 
are information technology, public services, 
government and administration, professional 
services and energy and utilities.

Healthcare is one the top ten sectors that has to 
comply with operational resilience regulations. 
Healthcare organizations, for example, are 
reporting an ever-increasing numbers of data 
breaches. In 2023, 112 million people were impacted 
by healthcare data breaches, compared to 48.6 
million in 2022. The HCA Healthcare breach in the 
UK affected 11,270,000 individuals, while the Perry 
Johnson & Associates incident resulted in 8,952,212 
being impacted4. With increasing global tensions 
and climate change threatening the resilience of 
energy companies, service resilience failures are 
becoming commonplace in the retail sector5, and 
unregulated AI is potentially bringing additional 
threats to data security. Indeed, a recent survey of 
Chief Information Security Officers showed that 70% 
believe that AI provides an advantage to attackers 
over defenders6.

  “I think in APAC they are both lucky  
and unlucky, because the regulator  
has very clear requirements of what  
they need. However, they have very 
tight deadlines.”

  Resilience manager, financial services, UK
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Highlighting the attention that operational 
resilience is receiving from a wide range 
of organizations, almost 85% of surveyed 
organizations are now required to comply with 
one or more operational resilience regulations. 
This number is likely to keep rising as operational 
resilience rules and regulations extend from 
financial services organizations to critical entities 
deep in supply chains, other sectors, and smaller 
organization. BC and resilience professionals of  
all sectors and regions should be aware of the 
scope and implementation of operational  
resilience concepts, and be able to adapt  
them to their organizations.

While smaller organizations typically have to 
comply with regulations from a single regulator,  
for large multinational organizations, compliance 
with multiple regimes is necessary. This typically 
means a significant amount of resource is required 
to ensure all regulatory demands are met, with the 
list growing as more regulations are introduced. 
84.6% of respondents stated that they have to 
comply with one or multiple operational  
resilience regulations.

Figure 5. From how many countries does 
your organization have operational resilience 
regulatory compliance requirements?
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Most organizations now 
have, or are considering, 
an operational resilience 
programme or project.
Nearly two-thirds (64.8%) of organizations 
say they have an operational resilience 
project or programme, a figure on a par with 
last year’s results (64.6%). However, with more 
organizations now considering implementing 
a programme (16.0%), up from last year’s 
figure of 12.0%, adoption rates are growing. 
Furthermore, of those organizations that have 
any kind of operational resilience compliance 
requirement, almost 90% of them have an 
operational resilience programme in place  
or are in the process of developing one.

When additional countries push out 
regulation to financial services organizations, 
or when regulation further expands into 
other sectors, it is likely that this figure will rise 
further. In this year’s survey, no respondents 
from the charity, not-for-profit, creative 
industries, and retail industries reported 
having an operational resilience programme 
in place, whereas 84.3% of those in the 
financial services sector and 66.7% from the 
IT/telecommunications sector did. However, 
even in countries where regulation does exist, 
operational resilience programmes are still a 
long way from maturity.

  “There are some things like infrastructure and procedures that my organization has been 
doing for a long time to provide operational resilience, but it’s never been defined as that, 
and it hasn’t been thoroughly documented. There’s a lot of processes from operational 
resilience that exist due to that structure, but I think the challenge for us is getting that 
formalised and put into a living document so it can be scalable for different types of 
incidents and disruptions.”

  Business continuity specialist, insurance services, Canada

Figure 6. Does your organization have an 
operational resilience programme or project? 

Yes

No, although we are in the 
process of developing one

No, although we are aware this is 
something we should consider

No

Unsure

3.2%

16.0%
8.8%

7.2%

Does your  
organization have an 

operational resilience 
programme  
or project? 64.8%
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No regulatory requirement does not mean no operational 
resilience programme.
79.5% of respondents whose organizations are not bound by regulation to have an operational 
resilience programme, still report that they practice operational resilience either to a certain extent 
(48.0%) or fully (31.5%). The cumulative figure (79.5%) has increased slightly on last year’s 75.2%. 

Figure 7. If you work in a sector or region 
which is currently not required to meet 
guidelines or legislation for operational 
resilience, do you still practice it within your 
own organization?
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No
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Regulations have helped to bring the subject 
of operational resilience to the fore, with 
other global incidents (such as the pandemic) 
highlighting the risk to customer-facing 
operations if they are not correctly considered in 
planning. The rise in the number of organizations 
that are following an operational resilience 
programme, even if they are not regulated, is 
testament to this. 

To further corroborate this statement, nearly 
two-thirds of respondents (59.5%) report that an 
operational resilience programme helps them 
to better meet their customer needs. For more 
than a third, adding an operational resilience 
programme was a natural step to make the 
organization more resilient when a mature BC 
programme was already in place (37.5%). For 
others, they felt it aided them in the supplier 
procurement process or in the bidding process 
for new work (13.5%). With a renewed focus on 
operational resilience and supplier due diligence 
as a result of global supply chain issues recently 
(e.g. COVID-19, severe weather incidents, global 
conflicts, or one-off episodes such as the 
Evergreen Suez Canal blockage), BCI members 
report that more questions are now being asked 
at the early stage of a new business partnership. 
By adhering to an operational resilience 
programme, they are more able to demonstrate 
the requirements expected from them by a 
customer or supplier.

However, the area which has seen the greatest 
change this year is in organizations having to adhere 
to regulation because they interact with stakeholders, 
typically financial services organizations, which 
have stringent arrangements in place for third-party 
suppliers. Last year, 40.3% of organizations reported 
this was a reason for having a programme in place. 
This year, the figure has risen to almost half (47.3%). 
This is an intrinsic part of DORA regulation and, in the 
UK, the third-party requirements for organizations 
regulated under the FCA/PRA have been released 
only in more recent stages, which could be partly  
to blame for some of this increase. These new  
third-party rules are discussed in the Looking ahead: 
key challenges section of this document.

  “As a business, what is most important 
for us is protecting our customers. Using 
operational resilience and going through 
the process with that lens is very useful. We 
are a relatively simple operation, so it’s a 
very good way of focusing the business on 
what’s important. Operational resilience is 
becoming more helpful because business 
continuity tends to sit in the silos of the 
department, whereas operational resilience 
starts to make people think outside the 
box and connect all the dots.”

  Operational resilience manager,  
financial services, UK
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If you have drawn up your own guidance, what has been your motivation 
for doing this?

Figure 8. If you have drawn up your own guidance, what has been your motivation for doing this?

%

We interact with stakeholders who have to adhere to 
operational resilience policy which means we have to as well. 47.3%

We feel it is good model to follow to ensure we 
are able to continue to serve our customers. 59.5%

We recently had a management change and there is a 
new drive to implement policy within the organization. 6.8%

37.8%

We already have a mature business continuity 
programme in place within our organization and 
felt that introducing operational resilience would 
provide the business with additional protection.

17.6%
We have seen others in our sector implementing such policy 

and feel we would be at a disadvantage if we didn’t.

12.2%Other

13.5%

If we were not able to demonstrate our operational 
resilience, we would have to fill out very lengthy surveys 

for suppliers/customers. By being able to demonstrate our 
capabilities, we no longer need to fill in such lengthy surveys.
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Regulation becomes 
the primary driver for 
operational resilience. 
Two-thirds of respondents (67.0%) in this year’s 
survey said their reason for having or developing 
an operational resilience programme was 
because it was now a regulatory requirement. 
This option has risen to the top of the table 
this year, climbing above last year’s favoured 
option of good practice being the primary 
driver for a programme which has dropped by 
a similar amount (2024: 58.5%; 2023: 68.3%). 
While regulation might be expected to be the 
top option in a global survey, having more 
organizations complying for good practice 
purposes is very welcome, particularly given the 
number of consumers that were hit by outages in 
2023. In the UK in March this year, for example, 
likely issues with payment systems meant that 
two of the UK’s largest supermarket chains 
(Tesco and Sainsbury’s) were unable to process 
payments, in addition to McDonald’s restaurants, 
and Greggs bakery outlets7. Although 
organizations are normally keen to blame a 
third-party IT outage for a problem, could some 
of these outages been mitigated if the retailers 
had contingency plans in place? It seems likely: in 
a recent report by Splunky, half of respondents 
to a recent survey admitted they did not have 
a resilient infrastructure in place to mitigate or 
prevent significant impact on the business  
in the event of a network outage8. 

Certain groups (including a joint project 
between the BCI and the BCS9) are working to 
highlight the importance of service resilience 
to governments, but legislation may be a long 
time coming. Merely following good practice is 
unlikely to drive the measures needed to ensure 
customers – and the organizations themselves – 
are protected in the event of an outage. 

Continuing on the best practice theme, some 
organizations report that they have introduced 
operational resilience into a particular geography 
because it is a regulatory requirement, but they have 
then pushed the regulation out into other regions 
to ensure all benefit from the protection that the 
regulation offers.

  “We started implementing operational 
resilience in the UK because of legislation. 
However, in other parts of the world we 
implement it because it is good practice 
and benefits our customers. For example, 
in Singapore, although it’s called business 
continuity enhancements, it is very much 
operational resilience with a different name 
and some different terminology. We’re 
seeing it in Dublin as well. We’re finding 
that operational resilience beginning to 
get rolled out across the globe. We’re 
executing it because our clients are 
beginning to ask if we are operationally 
resilient. Before, it used to be  
business continuity.”

 Resilience manager, financial services, UK

  “The reason why we have an operational 
resilience programme is in part because it 
is a regulatory requirement, as we have to 
comply with DORA. However, as a bank 
we have applied operational resilience in a 
generic way. This was a natural progression 
in the state of maturity of our programme. 
It was very evident that there needs to  
be a move towards operational resilience  
as a concept.”

  Operational resilience manager,  
financial services, Malta
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As already mentioned, third-party guidance is fast becoming an integral part of most operational resilience 
guidelines and regulations. Indeed, it forms the backbone of DORA, and it is now a focus for the UK 
regulators after initially being omitted from the document. These changes are reflected in the survey results, 
with 20.8% of respondents saying they have an operational resilience programme as the result of being a 
critical supplier to a regulated entity: a figure which is only likely to increase as more organizations become 
aware of the need to comply.

Over the course of the following year, it will be a useful exercise to monitor incoming regulation or 
guidance, particularly new guidance for non-financial services entities.

If you do have an operational resilience programme or are in the process of 
developing one, why is this?

Figure 9. If you do have an operational resilience programme or are in the process of developing one, 
why is this?
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The absence of laws 
and regulations also 
dominate the reasons 
for not having a 
programme in place. 
While operational resilience has become 
part of business-as-usual (BAU) for many 
organizations, for some, it has not yet 
even entered into conversations. For 
those which do not have a programme, 
60.8% do not because it is either not 
a legal (39.1%) or regulatory (21.7%) 
requirement. Interviewees from such 
organizations spoke about how they 
wanted operational resilience regulation 
to be introduced so they could create 
more buy-in from senior management 
and the board. 

Just under a third (30.4%) do not have the time and/or 
resources to implement a programme, and the same  
amount have not event considered it. Interestingly, the 
option of ‘business continuity is all we need’ has fallen 
to the bottom of the table with 8.7% selecting it as an 
answer, compared to 24.2% in last year’s survey. Although 
discussions are still rife in the sector about the definition 
of operational resilience, the reduction suggests a shift 
away from the ‘definition challenge’ that has dominated 
conversations since the pandemic.

For some countries, it should be noted that ‘resilience’ is still 
interchangeable with the term ‘business continuity’. Indeed, 
the Monetary Authority of Singapore (MAS) guidelines 
are titled Guidelines on Business Continuity Management, 
despite the guidelines having identical roots to ‘operational 
resilience’ guidelines in other jurisdictions. In south and 
central America, it is BC, rather than resilience, is the term 
that dominates many countries’ legislation10.

  “We are going through a very 
large corporate transformation, 
and part of our challenge is 
that the business continuity 
area is not being included into 
any of those transformation 
projects. We’re kind of existing 
separately and we’re trying 
to create our own awareness. 
From my perspective, additional 
regulations and additional 
legislation would just create 
some more awareness from the 
board and from the executive 
level to help us to drive some  
of the changes that we’re  
trying to implement.”

  Business continuity specialist, 
insurance services, Canada

  “I’m struggling to get my upline, to understand 
resilience and operational resilience. If there 
was a guideline from a recognized institution, a 
standardized definition, then top management 
would fall into step because they have an 
authority providing a definition. This would  
be really helpful.”

  Business resilience manager,  
information technology, USA

  “In the region regulation is geared toward 
business continuity or crisis management. 
Operational resilience is not yet fully embraced 
by regulators. There is mention of operational 
resilience within the outsourcing regulations in 
Rwanda. However, there is no other regulation in 
East Africa that speaks of operational resilience.”

  Head of internal controls, banking & finance, Kenya
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Comment from the  
BCI Operational Resilience  
Special Interest Group (SIG): 
It	would	be	safe	to	assume	that	the	COVID	pandemic,	together	with	the	fragile	
and	complex	threat	environment	globally,	has	convinced	leadership	across	sectors	
that	effective	risk	mitigation	and	management	is	no	longer	enough.	Pivoting	to	
operational	resilience	is	not	an	easy	journey	in	terms	of	costs,	effort	and	time,	and	
unless	mandated,	organizations	that	do	not	have	a	legal	or	regulatory	mandate	
are	often	still	choosing	to	run	their	risk	management	in	a	fragmented	and	siloed	
model,	as	is	evidenced	in	the	table.	The	economic	environment	further	pressurises	
the	leadership	in	non-regulated	organizations	to	spend	from	their	tightening	
purse	strings	only	on	costs	that	will	generate	further	revenue,	or	is	an	Industry	or	
regulatory	mandate.

Reasons for not having an operational resilience programme

Figure 10. Reasons for not having an operational resilience programme

%
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Who is accountable? Are we 
seeing a shift to more devolved 
responsibility?
For an organization to achieve resilience, every person in the 
organization has some part to play in ensuring getting to that 
point. From knowing how to respond in a crisis, to putting 
plans in place to ensure customers face minimal disruption if 
an incident occurs, everyone should have an awareness of how 
their own role fits into the overall resilience of the organization. 

However, when it comes to overall responsibility, the widely 
adhered to phrase that ‘the buck stops with the CEO’ tends 
to also be the case when it comes to operational resilience. 
The ‘CEO’ has been consistently identified as the person most 
likely to be in charge of operational resilience since this report 
was first published four years ago. However, this year is the 
first time where overall accountability has seen a more event 
split amongst other members of the c-suite: while the CEO 
still does have overall accountability for 16.7% of respondent 
organizations (2023: 22.6%), 14.8% now say that the Chief 
Operations Officer takes responsibility (2023: 12.7%), while 
14.8% report it being the Chief Risk Officer (2023: 8.8%).
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  “I think organizations need to 
have a top-down accountability 
for resilience, and there also needs 
to be a defined organisational 
structure because the pillars that 
support operational resilience have 
crossovers of a complex areas and 
complex risk types. Unless you’re 
bringing those areas together and 
gain a holistic view as to where 
you are as an organization, you’re 
focusing too much on one lens 
or a singular pillar, without being 
able to stand back and see the 
bigger picture.”

  Resilience manager,  
financial services, UK

In financial services, the UK FCA/PRA/Bank of England 
regulations specify that it should be the COO (SMF24) 
who takes responsibility for the operational resilience 
programme. However, for the more ICT-focused DORA it 
is typically the CEO, but with the Chief Information Officer 
(CIO) and the Chief Information Security Officer (CISO) 
sharing some of the key responsibilities in terms of ICT 
risk management, vendor management, cyber security, 
and annual testing. Other regulations may not specify 
who should be in charge, and other sectors may have a 
different person (such as the Chief Constable in the Police 
in the UK) who assumes the role.

However, regardless of who is in charge, responsibility 
should be at the top of the organization, and, for most, 
this is where it lies. For non-listed organizations, the 
Executive Director typically takes on the same role as the 
CEO, which explains why this role takes fourth place in 
terms of popularity (13.9%). 
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Figure 11. What is the job title of the person with 
overall accountability for operational resilience 
in your organization?
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The rise of the Chief 
Resilience Officer
In terms of day-to-day responsibilities, it is the 
business continuity manager which obtained 
the most responses in the survey (22.9%). 
Given this report’s survey sample containing 
a large number of BCI members, this is not a 
surprising result. However, what is noticeable 
is the number of respondents who report the 
Head of Resilience or Chief Resilience Officer 
is now responsible for operational resilience 
within organizations. With nearly a fifth of 
respondents selecting this option (18.8%), 
the creation of this role in organizations is 
increasing. This is a rise of seven percentage 
points from last year’s report (11.8%), and more 
than double that noted in 2022 (9.2%). The BCI 
Future of Business Continuity and Resilience 
Report 2021 discussed the idea of such a 
role being introduced into organizations as a 
direct result of the COVID-19 pandemic and 
the increased awareness of resilience and, 
at that point, 23.3% of respondents wanted 
such a role to be created (although believed 
there was little chance of it happening), 8.4% 
of participants already had the role created 
during the pandemic, while 4.8% were actively 
looking to create such a role11. This report 
shows that these requests, at least for some 
organizations, have now been realised.

With these step-changes year-on-year, it 
seems that practitioners and management 
alike have now built a greater awareness of 
the importance of resilience, and the role is 
now becoming more widespread. Mainstream 
business journalism has regularly picked up 
the topic this year, with Bloomberg describing 
Chief Resilience Officers as ‘working across 
all business units in the organization’, and 
‘coordinating across silos’. 

It suggests they look ‘beyond the boundaries of 
traditional risk mitigation and instead build resilience 
systems, ensuring that their organizations are equipped 
to thrive when faced with adverse circumstances.”12 
Forbes also published an article at a similar time 
this year, reporting how such a role was needed in 
organizations to help ensure a coordinated response by 
engaging all parts of the organization, but to also help 
ensure resilience as a concept is considered, separate 
from the well-versed ‘planning’ and ‘response’.13

  “We have a Chief Resilience Officer who 
is a driving force for resilience in general 
across the board, which is really helpful for 
us because it means when we are having 
issues, we can go to him and get support. I 
think that the role of Chief Resilience Officer 
is useful not only for driving resilience within 
the organizations, but for the CEO as they 
are accountable for operational resilience as 
per regulations, however in many cases they 
don’t have the time to prioritise this.”

 Resilience manager, financial services, UK

  “The Operational resilience regulations have 
really put it in the forefront of people’s minds 
the fact that if we get this outcome right, 
we’re doing what’s best for the customers, 
for our business and the marketplace. I think 
what operational resiliency has also done is 
really created that extra focus for the Board, 
giving me an opportunity to reinforce the 
idea that good business continuity is part 
of operational resilience. So it’s uplifting 
business continuity as well.”

  Resilience & continuity manager,  
banking and finance, UK

BCI Operational Resilience Report 2024

Find out more  www.thebci.org40



Figure 12. Job title of the person with day-to-
day responsibility for operational resilience in 
your organization?

Operations DirectorExecutive Director
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Organizational attention  
to operational resilience
As determined already, operational resilience 
is now generating board room and executive 
level discussions, and staff awareness of its 
importance is starting to filter down to all 
levels. Notably, this is now becoming more 
commonplace in organizations which do  
not have any formalised rules or regulations 
in place.

However, outcomes from conversations 
can only be derived if discussions are 
documented, points discussed in the right 
meetings, actions are written, and progress 
is documented. This year’s survey shows that 
the cadence of discussions at board and 
executive level has risen this year in line with 
the findings that greater consideration is 
being given to resilience programmes, as well 
as Chief Resilience Officers becoming more 
commonplace. At 36.0%, the percentage of 
respondents who say resilience is discussed 
at board meetings at least once every quarter 
remains similar to last year (2023: 36.4%), 
while 50.5% report the same for executive 
level meetings (2023: 49.3%). However, it is at 
the technology risk committee where there 
has been the greatest rise in the frequency of 
meetings, with 65.4% reporting meetings at 
least every quarter (2023: 47.9%), with 33.3% 
saying these meetings happen every month 
(2022: 27.2%). This is likely to be due to the 
fast-approaching digital-focused DORA 
deadline, as well as new guidance from the 
UK regulators about the consideration of 
third-party risk, primarily from digital  
service providers.

Having these discussions at the top level of organizations 
is encouraging and, for some organizations, is vital to 
ensuring regulatory compliance. However, at least for 
the executive level discussions, tangible actions need 
to come out of those in order to ensure the resilience 
agenda is driven in day-to-day operations. For some 
organizations however, the conversations are still failing 
to happen at all. An interviewee highlighted how siloed 
working practices were stifling any chance of developing 
an operational resilience programme.

  “Now we are definitely seeing much more 
engagement in committees within the 
organization, more involvement, much more 
challenges, and better challenges from all 
the way up to board level. Particularly as 
we approach that March 2025 deadline, it’s 
been a maturing landscape. Pre-regulations, 
the visibility was there but it was difficult to 
understand how the pillars interplay off one 
another, and how we inadvertently may have 
put more weight on one pillar than another. 
Now we are making sure that we bring them 
all together as they are equally important in in 
terms of the delivery of the service.”

 Resilience manager, financial services, UK

  “We do not have somebody with overall look 
for resilience because we’ve got different 
pillars, and they are siloed; they don’t work 
together. We don’t even have anybody that 
meets quarterly, annually to analyse the 
overall state of resiliency of the organization.”

  Business resilience manager,  
information technology, USA
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In addition to attention from senior management, organizations also have groups which bring together 
personnel from across the organization to help ascertain the tactical and operational steps required for an 
organization to realise its resilience goal. Although nearly a third of organization do not have any such body 
set-up (30.4%), half of organizations do now have a steering committee (50.0%), 30.4% a working party, and 
26.8% a project team. The ‘other’ responses typically focus on similar groups with different names, although 
some say groups have been set-up to focus on the IT/third-party supplier aspect, as well as others that are 
focused on cyber-security. Two respondents noted they have specific teams set-up to examine how they 
can exploit AI within their operational resilience programme, while another detailed that they have people 
within different departments all around the business who are operational resilience ‘champions’ for their 
particular areas.

Of course, all these groups help to break down the internal silos and ensure cross-functional conversations 
take place. While two-thirds (65.6%) do so through these internal working committees described in the 
previous paragraph, 21.2% report that key people ‘all report to the same person’ (often the head of 
resilience or chief resilience officer), and a further fifth (19.5%) have dual/cross reporting.

12.4%

9.5%

12.4%

11.1%

27.0% 16.9% 13.5%21.3%7.9%

34.0% 14.4% 8.2%14.4%15.5%

40.0% 8.4% 9.5%24.2%

32.1% 7.4% 12.3%28.4%

How often is operational resilience on the agenda of the following 
committees or their nearest equivalent in your organization? 

Weekly Monthly Every quarter
Every six 
months Annually Ad-hoc Never

Figure 13. How often is operational resilience on the agenda of the following committees or their 
nearest equivalent in your organization? 

Executive 
Committee

Technology 
Risk Committee

Board

Risk Committee

1.1%

1.0%

4.2%

4.9%

4.2%

3.7%

Commitment to Operational Resilience

43



Does your organization have any of the following operational resilience 
related bodies?

Figure 14. Does your organization have any of the following operational resilience related bodies?
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What has your organization done to bring together operational resilience and 
other related functions such as cyber or risk?

Figure 15. What has your organization done to bring together operational resilience and other related 
functions such as cyber or risk?
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Global Operational Resilience 
Regulation in Financial Services 
For many countries, 2024 is the final year of preparation 
before implementation deadlines approach in 2025. DORA is 
the regulation which is at the forefront of many practitioners’ 
minds with full compliance required by 17 January 2025. The 
scale of the new regulation might only be EU-wide, but due 
to the breadth of the regulation and attention to digital third-
parties, its reach is global. Meanwhile, the UK’s Operational 
Resilience Framework also requires full compliance by 31 March 
2025, and APRA-related entities in Australia must prove that 
they can effectively manage operational risks and maintain 
operations by 1 July 2025, as per the CPS 230 (operational risk 
management) and the CPS 234 (information security) standards 
(finalised in July 2023).
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Global Operational Resilience Regulation in Financial Services 

Does your organization adhere/will adhere when regulation comes into force to 
any of the following supervisory schemes or legislation?

%

South Africa: Directive 2021/10 (D2021/10) (South Africa) 4.5%

United Arab Emirates: DFSA supervisory 
of operational resilience 4.5%

Switzerland: Operational Risks and Resilience 
at Banks (FINMA Circular 2023/1) 7.2%

Canada: OSFI Guidelines 8.1%

Singapore: MAS Paper on operational risk management 
and the management of outsourcing and third parties 11.7%

Australia: ASIC market integrity rules 9.9%

Global: Basel Committee on Banking Supervision 
(BCBS) Principles for Operational Resilience 12.6%

Hong Kong: SPM Module OR-2 on 
operational resilience (“SPM OR-2”) 9.9%

Australia: CPS 230 standard 14.4%

Other 16.2%

4.5%
Singapore: Notice 1121 on Management of 

Outsourced Relevant Services for Merchant Banks

4.5%
Singapore: Notice 658 on Management of 

Outsourced Relevant Services for Banks

16.2%Unsure

17.1%We do not adhere to any schemes or legislation

0 10 403020

10.8%
Ireland: Cross-Industry Guidance 

on Operational Resilience

18.0%
United States: Sound Practices to 

Strengthen Operational Resilience

26.1%
United Kingdom: PRA Supervisory 

Approach to Operational Resilience

Figure 16. Does your organization adhere/will adhere when regulation comes into force to any of the 
following supervisory schemes or legislation?

EU: Digital Operational Resilience Act (DORA) 30.6%

United Kingdom: FCA Supervisory 
Approach to Operational Resilience 32.4%
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Table 1 shows the level of adherence to operational resilience regulations globally from respondents to 
this survey. This particular graph should be viewed with caution, however. The picture will be skewed by 
the number of respondents who answered the survey from each country. As per last year’s report, where 
there were more than 10 respondents from a specific country covered by regulation, the data was analysed 
further to see just how many organizations complied to their ‘local’ regulation. This shows that where 
regulation is coming towards its implementation deadline, compliance is 100%. Australia, where the deadline 
falls in the second half of 2024, has near universal compliance at 83.3%. The United States, meanwhile, 
where no deadline for its regulation has been set, sees much lower compliance at 66.7%.

Country/Region Body Title of paper Adoption rate

United Kingdom FCA/PRA Supervisory Approach to Operational Resilience 100.0%

European Union EU Digital Operational Resilience Act (DORA) 100.0%

Australia CPS 230 Operational Risk Management 83.3%

Australia ASIC Market Integrity Rules 66.7%

United States OCC Sound Practices to Strengthen Operational Resilience 66.7%

Table 1. Level of adoption of regional operational resilience regulation by survey participants in the 
financial services sector (financial services organizations; country sample size <10)
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The overriding view is that 
regulators are not doing 
enough to aid implementation 
of operational resilience.
Fewer than a fifth of respondents (18.6%) believe 
the regulators have done enough to help 
organizations to implement operational resilience. 
With 28.3% still reserving judgement, more than 
half (53.1%) say that they have not done enough. 
Generally, satisfaction levels increase the nearer the 
deadline is. In the UK, for example, exactly a third 
of respondents are happy with the information 
provided, although there is some criticism that the 
FCA has been ‘particularly quiet’ recently. However, 
in the United States, where regulatory processes 
have been behind those of European and Asian 
counterparts, zero percent have given a ‘yes’ 
response, with 57.2% offering a resounding ‘no’. 

The fact that satisfaction grows as the deadline 
approaches sends a clear message to regulators 
that more guidance and help needs to be provided 
at the start of the regulatory process. While United 
States professionals might be feeling somewhat lost 
in terms of information, these feelings may soon 
cease: on 12 March 2024, the Acting Comptroller of 
the Currency, Michael Hsu, indicated in a speech 
that operational resilience regulations may be 
forthcoming by the end of 2024 and, like other 
international regulation, would be designed to 
bolster financial organizations’ ability to withstand 
disruption to critical operations. Furthermore, 
the statement also said that third-party service 
providers would be a core consideration in  
this new regulation14. 

Figure 17. Do you feel the regulators/
government in your country/region have done 
enough to help organizations to implement 
operational resilience?

Yes

No

Unsure

53.1%
28.3%

18
.6

%

Do you feel the 
regulators/government 
in your country/region 
have done enough to 
help organizations to 

implement operational 
resilience?
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In the general comments to this question, a number of themes emerged. Many called for publication of 
‘best practices’, with case studies also something that practitioners were calling for. Furthermore, although 
the conversations about the correct definition of operational resilience might be becoming tiresome for 
some, they are something that many practitioners believe the regulators should be doing; ideally through a 
collective approach. Some of the comments made are as follows:

Others wanted greater guidance on particular parts of the regulation, such as defining impact tolerances, or 
more help on severe but plausible scenarios. 

  “[We need a] basic, broadly 
understandable definition and 
explanation of what operational resilience 
is. Currently, there is virtually no official 
information similar to this in Japan.”

  “More direction on impact tolerance requirements (how to define activities within that time 
frame), more guidance on severe but plausible scenarios, more alignment of industry and 
definition of critical operations, and more flexibility on exceptions for valid reasons.”

  “[We need] all the regulators to get 
together and come up with universal 
definitions. All the regulations have 
good points, but terminology differs 
dramatically, and content does too.”

  “[More help is needed on] defining 
tolerance levels and specific plausible 
disruption scenarios.”

  “[There’s a] lack of alignment between 
various regulators in expectations. And 
regulatory responses have asked for 
items and formats that are not included 
in their existing policy statements.”

  “[We] need a better definition of 
proportionality and more examples.”

  “Impact tolerance should be defined 
by the regulator for industry-specific 
participants to avoid systemic risk.”

  “The awareness on the importance of 
operational resilience is still lacking  
thus not many companies are willing  
to invest on it”.

  “Additional guidance on integration 
across risk types would help.”

  “More supporting details on the requirements. Often, they are very vague. Also impacts on 
global companies and how/when/where things are to be reported.”
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  “[There’s a] lack of alignment between 
various regulators in expectations. And 
regulatory responses have asked for 
items and formats that are not included 
in their existing policy statements.”

  “There is no specific government 
organisation that is totally responsible for 
this function, predominately for business 
continuity to get any guidance or support 
from.”

Others continued to be critical of the regulators, saying they were being asked for information, which was 
not mentioned in the regulation, or continued to be unresponsive when questions were fielded to them. 
Others still mooted the lack of regulation available in different countries and different sectors.

  “Guidance has not yet been finalised. 
APRA have not responded to requests for 
them to attend finance industry forum to 
discuss and provide further details.”

  “PRA have been very good. FCA have 
been quiet although assuming this 
will change as they now mature their 
resilience team.”

  “Have they done anything for non-profits?”

  “I think the main issue with the regulator is the issue of clear deliverables. I understand why 
they’ve not given them because every organization is quite different, but for operational 
resilience it was quite unclear on what was required. For example, we provided a yearly 
self-assessment. The regulator came back to us and said that our self-assessment didn’t 
have what they need it to have, but the year before they said it was fine. There was lack of 
consistency, no clear parameters, no willingness to tell us what they’re actually looking for, 
no specifics. I know a lot of my peers are feeling that way as well. It’s like the government’s 
telling us to do something but without telling us what that something looks like, which is not 
helpful at all.

  The regulators in the UK are very slow at giving feedback. It can be that they come back 
with feedback from a 12 month old document. They need to give us a lot faster responses  
so that we can meet that deadline of March 2025.”

 Resilience manager, financial services, UK

  “The regulator will hold webinars, summits and conferences. These are done locally, and they 
give an explanation of what the requirements are. However, the problem still remains when 
specific questions are asked. Then we receive a roundabout answer, very often quoting the 
regulation a verbatim and we are still not able to fully implement or fully understand what 
needs to be implemented. We want their perspective, their interpretation of the regulation.”

 Operational resilience manager. financial services, Malta
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Overall, the specific requests for information do decline as implementation deadlines are approaching. For 
future regulation, regulators have the advantage of seeing what other regulators were missing when they 
were in the consultation stage. One would therefore hope that when the US regulation is finalised, hopefully 
towards the end of 2024, there is more consideration made to the comments other regulators have 
received, as well as taking on board feedback from around the world about additional detail that should  
be included from the start (e.g. in the UK, the lack of third-party consideration in the initial guidance was 
one such omission).

  “Regulators could have done 
more in terms of third-party 
regulation. It feels like that 
there’s a bit of a lag in that 
instance: if our disruption 
happens through one of those 
third-parties, then we’re at a 
disadvantage because that’s 
where we are maybe getting into 
the difference between severe 
but extreme scenarios and severe 
but plausible scenarios, scenarios 
that that we can practically run.

  It’s very difficult to get suppliers 
to comply with the regulation 
if they’re not a regulated entity 
themselves. Once you’ve already 
contracted them, unless you’re 
coming up for renewal, is hard 
to demand them to comply 
with regulation. Outsourcing is 
something that we’re doing more 
of as an industry, not less. That 
trend will probably continue, 
hence the importance for 
suppliers to be compliant and to 
have that end-to-end visibility.”

  Resilience manager,  
financial services, UK

  “Operational resilience is an integral part of our 
operations, as are our third-party suppliers. It’s 
not just a question of how resilient the bank 
is to an attack or an issue, but also about the 
ecosystem of our suppliers. The risk resides with 
us, and outsourcing could bring additional risk 
which we have to take this into consideration.”

  Operational resilience manager,  
financial services, Malta

  “One of one of the things I think we struggle 
with as an organisation of our size is getting the 
required information from suppliers and testing 
participation. We use some suppliers that are 
used by other big firms within the industry. So, 
we’re asking that same firm the same questions as 
everybody else around resiliency. It would be really 
helpful if there was one document or one set of 
documents, a place, where we could all go and get 
the information. One of the things the regulators 
can do is where we’ve identified those multi use 
suppliers, they could support with a centralised 
test, whether it’s one test or two tests or multiple. 
All the bigger suppliers can get together with us as 
smaller organisations and do one test.”

  Resilience & continuity manager,  
banking and finance, UK
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Not everyone was of the same view, however. An interviewee felt that it was more up to the financial 
institutions themselves to be more in control of their operational resilience programmes.

  “I don’t think the banks should look to get more guidance from the regulators. The banks 
need to be more in control of their destiny and write down their Operational Resilience 
ambitions. The regulators are also as new to the field as the banks, and we should work  
in a collaborative fashion to learn about Operational Resilience together, the end goal  
being the same.”

  Global Head of Resilience & Continuity, Banking sector, Netherlands

Comment from the  
BCI Operational Resilience  
Special Interest Group (SIG): 
Operational	resilience	regulations	and	standards	have	been	introduced	primarily	 
in	the	financial	services	sector	in	the	past	few	years,	with	clear	and	detailed	
regulatory	mandates	driving	its	adoption	&	implementation.	The	BCI	Operational	
Resilience	Report	2023	showed	how	important	regulation	was	for	driving	
operational	resilience	programmes,	a	trend	that	has	continued	in	this	year’s	report,	
indicating	that	most	organizations	without	a	programme	did	not	have	one	due	 
to	not	having	to	comply	to	regulation.

But	only	financial	services	regulators	in	mature	markets/countries	have	specific	
mandates,	driving	uniform	standards	of	adoption.	Unfortunately,	not	all	regulators	
across	markets	see	the	need	to	drive	operational	resilience	or	even	if	they	do,	lack	
prescriptive	mandates,	thereby	leaving	a	lot	to	interpretation.

Also,	as	this	survey	suggests,	there	is	a	glaring	gap	of	incorporating	operational	
resilience	in	non-regulated	sectors.	This	could	potentially	be	where	governments	
have	an	opportunity	to	step	in	and	drive	operational	resilience	across	public	 
and	private	sectors,	especially	in	the	context	of	today’s	complex	and	 
uncertain	environment.
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The UK financial sector
Operational resilience in the UK financial sector has been 
featured in this report since its inception. At the time, the 
UK regulations were considered to be one of the primary 
forerunners in regulation, so it has retained this space in the 
report each year. However, with other regulations having more 
concertina’d compliance deadlines for 2025, more in-depth 
research will be produced from this point forward.

As the 31 March 2025 deadline approaches for implementation 
of the UK FCA/PRA/Bank of England regulations, confidence 
amongst regulated financial services organizations that they will 
be able to meet the deadlines has fallen in the past year.

Part of the reason for this could be due to the imminence of the 
deadline: it is now almost 10 months’ away, and time is running 
out to ensure everything is in place. Furthermore, with the 
response deadline closing only recently (15 March 2024) on the 
CP23/30: Operational resilience: Critical third-parties to the UK 
financial sector consultation paper15, the extra requirements for 
suppliers could be providing additional complexities to those 
responsible for those responsible for implementation in their 
own organizations. 

Last year, confidence had grown amongst respondents that 
they would be able to meet the deadline to perform mapping 
and testing to prove they could remain within impact tolerances 
for each Important Business Service by 31 March 2025. At this 
point, the deadline was still two years’ away, and professionals 
felt there was still sufficient time to ensure everything was in 
place. As such, 78.1% were either ‘very confident’ (42.7%) or 
‘confident’ (35.3%) that they would be able to meet the deadline. 
Just twelve months later, in confidence has fallen: less than a 
quarter (23.8%) now report being very confident, and 38.1% are 
‘confident’. An interviewee went one step further, expressing 
surprise that anyone could be very confident staying within their 
impact tolerances due to unknown unknowns.

Part of the reason for the lack of 
confidence may be down to a lack 
of funding in this area to allow an 
organization to make the necessary 
investments to ensure it can meet 
the deadline. When the regulation 
was first introduced, practitioners 
were hopeful that management 
would invest in order to ensure their 
organization would comfortably  
meet the deadlines. Our research has 
shown that they did – at the start. 
However, with changes being made  
to requirements, particularly on the 
third-party side, investment was  
not as forthcoming.

  “I would be surprised by 
anybody who says that they 
are very confident that they 
can remain within impact 
tolerances because I think the 
opportunity for disruption, 
particularly for what we 
don’t know, always exists. 
We can map and we can 
test to our level of maturity 
using the information from 
the regulations, but I just 
wouldn’t be confident 
in saying that we’ll have 
thought of everything or will 
have thought of most things.”

  Resilience manager,  
financial services, UK
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Figure 18. How confident are you that your 
organizations will have performed mapping 
and testing so that they are able to remain 
within impact tolerances for each Important 
Business Service by 31 March 2025?
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Figure 19. From how many countries does 
your organization have operational resilience 
regulatory compliance requirements?
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Operational resilience 
programmes
One of the reasons for not being able to 
retain the right level of funding may, in some 
cases, be because those in charge of building 
and running the programme still have some 
degree of confusion themselves about the 
requirements. Last year’s report discussed 
how 13.5% of respondents reported their 
organization had more than 100 IBSs. Although 
the regulators are keen to point out that there is 
no “ideal” number of IBS, most financial services 
organization will have a maximum of 20. Some 
expect significantly lower numbers, too.

This year, however, the figures are higher than 
last year. Only just over half of respondents 
(57.6%) reported having fewer than 25 IBSs 
(2023: 74.6%), while a quarter of respondents 
(25.2%) say their organization has more than 
100 IBSs (2023: 13.5%). The reason for some 
organizations having a greater number of IBSs 
directly correlates with whether the organization 
has to comply with operational resilience 
regulations. If the data is cut to only include 
financial services organizations in the European 
Union and the United Kingdom, 95.2% have 
fewer than 25 IBSs, and the remaining 4.8% 
still have under 50. If the same analysis is done 
for the United States where regulation still 
has to be defined, 83.3% have more than 26 
IBSs, with 41.7% reporting over 100. Indeed, 
some organizations continue to struggle to 
differentiate between critical activities and IBSs.

The differences are likely to be down to the approach 
taken in defining these IBSs, as well as the staff in 
charge of carrying out the role. BC professionals are 
well-versed in identifying a fairly contained number 
of prioritised processes or services by conducting 
activities such as the BIA. However, while these 
processes and services can be referred to as guidance 
when looking to define IBSs, they should certainly 
not be used as a blueprint. Typically, a BIA will contain 
lower-level operational processes, whereas IBSs 
are those which typically provide an output for the 
consumer. A common example is that of payroll: while 
important to internal ‘customers’ (i.e. the staff), it is not 
something that affects external customers. Therefore, 
this should be included in the BIA, but not as an IBS. 
The Bank of England/FCA/BIA provide the following 
guidance in response to questions asked about the 
identification of IBSs:

  “Certainly, in our industry, we’re not 
expecting firms to have any more 
than 10 IBSs.”

  Head of business operations,  
insurance services, United Kingdom

  “I think some misunderstanding within 
the organization about the definition of a 
critical activity. Our list of critical activities is 
so big, all-encompassing, that I don’t think 
that we have really defined what it means.”

  Business continuity specialist,  
insurance services, Canada 

  “In the final policy, the supervisory 
authorities have set out that internal 
services such as human resources or payroll 
should not be identified as an important 
business service. These services constitute 
enablers of the important business service. 
The policy is focused on delivery of specific 
outcomes or services to external end users. 
The supervisory authorities are therefore 
requiring firms to prioritise work to build 
the operational resilience of those important 
business services.”16
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However, it should be noted that different industries will have their own definitions of an IBS. In the aviation 
industry where safety is the greatest concern, there is different terminology used such as ‘critical parts’, and 
the industry is likely to have a much longer list of activities which are critical to the safety of its customers. 

How many Important Business Services/critical activities/critical operations* 
does your organization have?

Figure 20. How many Important Business Services/critical activities/critical operations* does your 
organization have? *The definition depends on the region you are located.
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Cross-organizational 
working
A sound organizational resilience 
programme will require the input from 
multiple parts of the organization in 
order to be effective. Such groups are 
vital for knowledge sharing, helping 
to unpick new regulatory demands, 
and ensuring a cross-organizational 
view can be obtained for any decision-
making processes. Most committees will 
typically include senior management, as 
well as dedicated operational resilience 
staff and departments such as business 
continuity, IT, risk, compliance, legal, 
HR, and facilities management. Some 
organizations will have a very large 
‘base group’ for their working group, 
enabling them to pull on individuals in 
different departments if required, but 
not necessarily having everyone  
attend every meeting.

Nearly two-thirds of organizations 
(62.7%) have a committee/working 
party in place to ensure operational 
resilience is implemented and managed 
correctly, and a further 11.8% are 
working to get such a group in place. 

Figure 21. Do you feel the regulators/
government in your country/region have done 
enough to help organizations to implement 
operational resilience?

Yes

No

We are looking at getting one in place

25.5%
11.8%

62.7%

Are you involved  
in any committees/

working parties within 
your own organization 
to ensure operational 

resilience is implemented 
and managed effectively/

correctly?
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Intra-industry groups
For some professionals, taking part 
in external groups can be critical to 
building a successful programme. These 
types of groups can offer a number of 
advantages to those who are setting up a 
programme. For example, experts in the 
group could help guide others with ideas 
for implementation, concerns can be 
shared – along with possible solutions 
from others, new industry guidance can 
be unpicked, and ideas bounced off 
each other. Some groups are self-formed 
by a group of professionals known to 
each other, others may be facilitated by 
advisory firms or banks, and additional 
groups could be established through 
channels within industry bodies (such as 
the BCI chapters or the BCI Operational 
Resilience Special Interest Group).

Although participation in intra-industry 
groups is not as high as it is for internal 
groups, nearly two-thirds (59.5%) say 
they are involved in such a group. The 
figure is higher than last year’s 53.2% 
which shows a concerted effort to  
join such groups as regulatory  
deadlines approach.

Figure 22. Are you or your organization 
involved in any intra-industry external 
discussion groups which help you to better 
understand the developments of operational 
resilience regulation?

Yes

No

Unsure

30.6%
9.9%

59.5%

Are you or your 
organization involved 

in any intra-industry 
external discussion 

groups which help you 
to better understand 
the developments of 

operational resilience 
regulation?
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Although there might be concerns about how 
the regulators are delivering guidance, the 
overall sector-agnostic consensus remains that 
operational resilience regulation is a good thing for 
organizations: nearly four out of five respondents 
(78.7%) are either ‘very much in agreement’ or ‘in 
agreement’ that regulation is positive. Only 4.7% 
have say they are ‘not really’ or ‘not at all’ positive 
about the regulation. Interestingly, the majority 
of negative views were harboured from small 
organizations which are likely to struggle more 
with the fees involved in compliance, as well as not 
having the depth of staff knowledge to know how 
to put such a programme in place.

Figure 23. Do you believe the regulation/
guidance being introduced into your 
geography/industry is a positive thing?

Yes, very much so

Yes, somewhat

Neutral

No, not really

No, not at all

Unsure

Do you believe the 
regulation/guidance 

being introduced 
into your geography/
industry is a positive 

thing?

4
.6%1.9%

36
.1%

2.8%

12.0%

42.6%

60

BCI Operational Resilience Report 2024BCI Operational Resilience Report 2024



5Looking Ahead: 
Key Challenges

61



Looking Ahead:  
Key Challenges
In a story similar to last year, the primary challenges to 
implementing operational resilience # have two principal 
themes: that of embedding operational resilience into the 
organization, and also have the resources, both from a 
monetary and people perspective, to build and run the 
programme effectively.

Embedding an operational  
resilience programme
This year, 92.9% said that ‘embedding operational resilience 
into the fabric of their organization’ was either a ‘major’ or 
‘minor’ problem. This is up from 85.9% in last year’s report. 
Embedding operational resilience into an organization 
is dependent on a number of factors: 1) whether the 
organization falls under regulation, or is mandated to follow 
sectoral or government guidelines; 2) whether management 
are aware of the importance of an operational resilience 
programme; 3) if there is an industry acceptance of 
resilience as a concept; 4) if the organization already has a 
business continuity programme in place.
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People challenges
Having enough people with the right skillset is a 
continuing problem for those developing operational 
resilience programmes. With different parts of 
organizations contesting for extra funds and extra staff, 
sourcing of the right expertise can provide difficult. 
Therefore, it is not a surprise to see that not having 
enough headcount/staff time to implement a realistic 
operational resilience programme is the second greatest 
challenge to professionals: 88.9% report it being a 
‘major’ or ‘minor’ challenge, with a further 80.7% saying 
that having the right people providing guidance and 
oversight in their organization was a challenge. With an 
additional two-thirds (66.3%) saying that there was a lack 
of knowledge to understand how to implement policy, 
there is clearly a need for more organizations to upskill 
their staff with the knowledge they require. 

Although the regulators may not be so forthcoming 
with the practical information that practitioners would 
use, there are knowledge sharing opportunities that 
professionals could explore to enable them to increase 
their knowledge: the BCI, for example, has an operational 
resilience Special Interest Group for members to engage 
and share best practice, while many accountancy firms 
provide free webinars and papers about building and 
managing operational resilience programmes.

Technical detail
Enhancing resilience involves updating 
outdated systems that may fail during 
disruptions, with legacy infrastructure noted 
as the third main challenge in operational 
resilience implementation, highlighted by 
over half of respondents as a major challenge 
within their organizations. This often pertains 
to digital equipment that becomes obsolete 
or fails to integrate with new technology or 
updates, despite its crucial role in operations. 
DORA, for example, reflects a specific 
focus on this issue, mandating the inclusion 
of legacy infrastructure in the regulation. 
Whenever regulation is adopted, the 
technical detail of that regulation needs to be 
carefully picked apart and understood, and 
there are particular elements of operational 
resilience, especially in regard to technology, 
which practitioners find challenging with 
operational resilience regulation. An 
interviewee explained how an additional 
complication was the detail required from the 
European Central Bank (ECB) and national 
supervisors within 48 hours of an incident 
– at a point when it should be all-hands on 
solving the crisis.
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The importance of  
third-party suppliers
Third-party suppliers related issues are a main 
challenge for organizations. Understanding, 
monitoring, and managing supply chain risks, 
together with ensuring regulatory compliance from 
third-party suppliers are the primary issues.

Ensuring third-party suppliers’ compliance with 
regulations poses a significant challenge for 
45.9% of surveyed organizations, placing it as the 
fourth biggest challenge to the implementation of 
operational resilience. As regulations mandate a 
certain level of supply chain management, achieving 
compliance from third-party suppliers becomes 
imperative. While larger organizations typically 
anticipate regulatory requirements and align their 
structures accordingly, smaller or medium-sized 
suppliers, located abroad in regions unaffected 
by regulations, may struggle with the associated 
economic burdens. For them, there is the potential 
loss of business due to perceived high costs 
which could be a barrier to compliance. For the 
organizations themselves, this could result in looking 
for different suppliers which, in turn, could lead to 
rising costs and other complications. 

Meanwhile, suppliers to organizations that still  
have yet to fully address their critical third-party 
suppliers could face additional complications close 
to launch date, particularly – as an interviewee 
highlighted – that many are unaware of the incoming 
regulations. At the other end of the spectrum, an 
interviewee also spoke about how it is difficult to 
challenge large technology companies to address  
the requirements for third-party compliance as, for 
them, the business makes up only a small part of  
their wider customer base.

In 2024, a greater percentage of organizations 
(42.4% vs 37.9% in 2023) concede that the 
understanding, monitoring, and management 
of supply chain risks as a major challenge 
to implementing operational resilience. 
Managing third-party risk becomes particularly 
challenging when providers operate under 
different regulations. To address this issue, some 
regulators are considering the establishment of 
minimum resilience standards. This proactive 
approach aligns with practitioners’ demands 
for additional regulatory clarity, as mentioned 
previously in this report.

  “DORA places a focus on ICT TPPs 
however we are faced with situations 
where third party providers have never 
heard of the Act. This is not an ideal 
situation, given that DORA is coming 
into play in January 2025.”

  Operational resilience manager,  
financial services, Malta 

  “Challenging big tech companies is 
also difficult. We believe that there isn’t 
an even playing ground between us 
and these big organizations, especially 
when it comes to non-EU institutions. 
We end up between the regulator and 
these institutions and we have to find a 
compromise and assume risk.”

  Operational resilience manager,  
financial services, Malta
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What do you perceive as the major challenges to implementing operational 
resilience within your own organization?
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Figure 24. What do you perceive as the major challenges to implementing operational resilience within 
your own organization?

Choosing “severe” but “plausible” 
scenarios for testing

Having the right people providing guidance 
and oversight within the organization

Managing concentration risk

Understanding, monitoring and 
managing supply chain risks

Lack of knowledge in the organization to 
understand how to implement policy

Getting critical third-party suppliers 
to comply with regulations

Lack of guidance from regulators 
and/or governments

Addressing legacy infrastructure

Mapping important business services at a 
sufficient level to identify vulnerabilities

Not having the headcount and/or staff 
time to implement a realistic policy

Defining correct and/or realistic 
impact tolerances

Embedding operational resilience 
into the fabric of the organization

No requirement within the sector 
to be operationally resilient

Identifying and agreeing 
important business services

Convincing management of the importance 
of adopting operational resilience

Reporting and learning from 
disruptions and near misses

Demonstrating the ability to stay 
within impact tolerances

No requirement within the country of 
operation to be operationally resilient

Maintaining focus after regulatory deadlines
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In regions where operational resilience 
regulation is minimal or non-existent, third-
parties are not a consideration at all within 
existing governance. Although this obviously 
opens up the banking system to significant 
risk, some financial institutions are considering 
it regardless, and the general awareness  
of the subject hints that regulation is likely  
to be incoming.

Finally, respondents were queried over their concerns 
that meeting regulatory requirements could become 
a tick box exercise – and concerns do persist. While 
management might be supportive of meeting  
regulatory requirements to avoid fines and reputational 
impact, those implementing the programmes voice 
concerns about regulations becoming a ‘tick box 
exercise’ and not going far enough. This year, slightly 
fewer respondents indicate concerns of a programmes 
becoming a tick-box exercise compared to last year. 
However, the proportion of organizations concerned 
about this point remains substantial. The danger is that 
organizations might focus solely on completing tasks  
or checking boxes to demonstrate compliance, rather 
than actively implementing effective practices to 
enhance resilience. 

An interviewee from Australia hinted that organizations 
may complete only the necessary requirements for CPS 
230 by July 2025, but was concerned that it would take 
much longer to fully embed this into organizations. 
With Australian financial services organizations under 
pressure with such a short timeline, it could be argued 
that the regulators themselves are forcing organizations 
down the tick-box route, albeit unintentionally.

  “Most local organisations within 
the region haven’t really embedded 
third party risk management into 
their processes. While the process 
for managing third parties exists  
in some organizations however, it’s 
not being managed centrally so that 
you have a consistent and uniform 
third-party risk management 
process and framework.”

  Head of internal controls,  
banking & finance, Kenya
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  “Currently I am running the project and 
I get the resources that I need, but I 
believe once I have done this it will be a 
challenge for people: it’s the embedding 
of processes that will be a challenge. I 
think people will still treat it as a bit of a 
tick box exercise, which is what they do 
with business continuity. I think it will be a 
major challenge.”

  Operational resilience manager,  
financial services, UK

  “What we need to make sure is that 
resilience is embedded in the overarching 
framework of the organization. We could 
be very focused on the March 2025 date. 
We get to deliver by that date, but how is 
this model sustainable post March 2025? 
Needs to be a model that is continually 
assessing the threats, the resilience. If 
you don’t have that infrastructure, that 
support, then there’s a risk that resilience 
can kind of become a tick box exercise. 
It’s difficult to assess how effective the 
model will be post-March 2025 until  
we’re post March 2025.”

  Resilience manager, financial services, UK

Figure 25. Do you have concerns that meeting 
regulatory requirements/laws will become a 
tick box exercise?

Yes

Possibly

No

Do you have  
concerns that meeting 

regulatory requirements/
laws will become a tick  

box exercise?
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Annex
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Figure 26. Which region are you currently  
based in?
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How many other countries do you operate in?

%
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Figure 27. How many other countries do you operate in?
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Figure 28. Which of the following best 
describes your functional role?
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What sector does your 
company belong to?
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Figure 29. What sector does your company 
belong to?
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Approximately how many employees are there in your organization?

%
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Figure 30. Approximately how many employees are there in your organization?
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About the BCI

About Riskonnect

Founded in 1994 with the aim of promoting a more resilient world, the BCI has 
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